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U.S. Department of Justice 



Federal Bureau of Investigation 

Washington, D.C. 20535 


March 17, 2010 


Subject: LOS ANGELES FBI FILE 139-430 
FOlPANo. 1043567-001 


The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 


below and explained on the enclosed Form OPCA-16a: 
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143 page(s) were reviewed and 77 page(s) are being released. 


□ Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA], This information has been: 

□ referred to the OGA for review and direct response to you. 

□ referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

m You have the right to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, 

Suite 11050, Washington, D C. 20530-0001. Your appeal must be received by OIP within sixty (60) days 
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly 
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your 
request so that it may be easily identified. 


□ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main fi!e(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 



If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

E3 See additional information which follows. 


Sincerely yours, 


David M. Hardy 
Section Chief 
Record/Information 
Dissemination Section 
Records Management Division 


Enclosure(s) 

In response to your Freedom of Information Act (FOIA) request to Winchester, Virginia, enclosed is a 
processed copy of FBI Los Angeles File LA 139*430. 

To minimize costs to both you and the FBI, duplicate copies of the same document were not processed. 



EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 

with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 

records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 

crime or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 
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FILES AND RECORDS 



I have reviewed this file, and under the criteria set forth in Part II, Section 3, 
of Manual of Buies and Regulations, this file should be: 


£3 Destroyed 

under the □ 120-day Rule 


’1-year Rule □ 5-year Rule 






1~~1 Retained 

Justification for Retention Is as Follows: 


Case Agent’s Initials 
Supervisor’s Initials 





TO 



UNITED STATES GOVERNMENT 

Memorandum 

: SAC, LOS ANGELES ( ll g Mfc^ ) 


from : SA [ 



♦ . ^ 


date: 12/5/75 


b6 

b7C 


On 12/5/75, Special Agent WAYNE PERRIN, Pacific 
Te n anhona Company. requ ested, that he he contacted by 
SA l T at his residence in Arcadia, 

California.. 

Mr. PERRIN stated that he has been in telephonic 
contact with captioned subject and described subject as 
a computer electronic type genius who has told PERRIN that 
he is able, through his knowledge of electronics, to 
penetrate computer systems and activate these systems 
for whatever results he so desires „ 


PERRIN said that subject has been able to 
enter into his home telephone line and will contact him 
several times per week. Subject has told PERRIN that he 
has twice been able to penetrate the sfecurity and 
safeguarding equipment at the White House in Washington, D.C. 
and has personally talked to Pres ident FOR D in the early hours 
of the morning 0 PERRIN said that I J told him he _ has 

sophisticated electronic equipment that will enable him to 
penetrate the Autovan Communications System in Omaha, 

Nebraska, and that he,| | possesses the knowledge 

that would enable him to scramble aircraft and. i f he so 
desired to launch missiles* PERRIN said that | J 

has described to him step-by-step the procedures which he 
uses to penetrate the various telephone circuits and systems 
sind the procedures that he has utilized to gain access to 
such computers as NCIO and any type of retail or business 
establishment, such as Sears Roebuck and Company, Bank of 
America, Bankamericard and others* 


!b6 

b7C 


PERRIN said that he has consulted with knowledgeable 
electronics communications personnel of the Pacific Telephone 




/ 3 f — y SO /. 
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b6 

b7C 



4 


4 


LA 185-Mew 


Comp any and ha s conferred with them about the procedures 
which! [has set out and the telephone technical 

people nave "said that I 1 certainly has the knowledge 

and the procedures to be involved in a sophisticated 
communi cations-tel ephone penetration® 

SA EEKEIN said that I j could be arrested 

at this time and charged with a threat to bomb the telephone 
company, but he desired at this time to confer with FBI 
personnel as he feels that this information should be 
checked out and if determined to be valid that perhaps 
the FBI could contact the proper individuals at Omaha 
and/or UoS® Secret Service and perhaps some type of 
violation which would be under the Bureau's jurisdiction 
could be investigated® 

It is recommended that this case be opened to 
determine if subject has violated a criminal act and also 
the UtSc Secret Service should be consulted to determine 
if Pres ident FOR D has had telephonic communication with 
subject ! 


be 

b7C 


b6 

b7C 


- 2 ° - 



Bulky Exhibit - Inventory of Proper^^icquired as Evidence 

PO s *92 (Rev. 10-6-65) 1/27/76 


TUIp and rWartrr of Case 

J b6 

TEC " b7c 

00: LA 


Date Property Acquired 


Source From Which Property Acquired 

1/22/76 


1 1 

Location of Property or 

Bulky Exhibit 

Bulky Exhibit 

Room 

Reason for Retention of Property and Efforts Made to Dispose of Same 

Evidence 

be 

1 — ... b7C 


Description of Property or Exhibit and Identity of Agent Submitting Same 


Submitted by Sa[ 


1 . 3 7 ” reels of magnetic tape containing original recording of 

"Fbtoe Freaking" demonstration [ 


fpl 

jsffllAl Ht-ED — JA«. — j 



Field File# 139-430-131 




b6 

b7C 




i. One Book-blue 8"xlO n (top secret, eyes only) 
Z. One blue notebook "PT&T. Co.” 
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Date: 12/12/75 

(Type in plaintext or code) 

NITEL 

(Priority) 


directors! IT 

ATTSf: SUBSTANTIVE DESK AND RADIO ENGINEERING- SECTION 

LOS ANGELES (139-430) 


7-K i UNSUB, | | IOC. 

^ ON 12/3/75, SECURITY AGENT WAYNE PERRIN, PACIFIC 

TELEPHONE AND TELEGRAPH COMPANY (PT & T) , LOS ANGELES, 
CALIFORNIA, SAID THAT AN INDIVIDUAL USING THE NAME | j 
| ~] CAME TO HIS ATTENTION SEVERAL MONTHS AGO DURING AN 

INVESTIGATION OF A THREAT TO BOMB A TELEPHONE COMPANY FACILITY. 



RESULT, | [CONFIDED AND DESCRIBED THE PROCEDURES TO DO bg 

hie 

THE FOLLOWING : 

1. ENTER INTO PERRIN'S HOME TELEPHONE CONVERSATIONS 

2. PENETRATE THE SECURITY AND SAFEGUARDING 

EQUIPMENT IN THE WHITE HOUSE IN WASHINGTON, D.C. AND TALKING 

SEARCHED 

WHS i ism 1N ‘ jEX 7r- 


Special Agent in Charge 


Approved: 


Sent 





LA 139-430 


# 


# 


PAGE TWO 

TO PRESIDENT FORD IN THE EARLY MORNING HOURS. 

3. PENETRATE THE AUTOVAN COMMUNICATION SYSTEM IN 

b6 

OMAHA, NEBRASKA, AND | | CLAIMS TO POSSESS THE KNOWLEDGE b7C 

THAT WOULD ENABLE HIM TO SCRAMBLE AIRCRAFT AND LAUNCH MISSILES. 

4. PENETRATE AND GAIN ACCESS TO COMPUTERS SUCH 

AS NCIC OR ANY OTHER TYPE OF COMMERCIAL OR GOVERNMENT COMPUTER 
UTILIZING COMMERCIAL TELEPHONE CIRCUITS. 

PERRIN SAID THAT HE HAS CONSULTED WITH APPROPRIATE 
TECHNICAL PERSONNEL OF PT & T COMPANY WHO INDICATE THAT THE 
PENETRATION TECHNIQUES DEVELOPED | | APPEAR TO BE b7C 

TECHNICALLY POSSIBLE AND THAT SOME HAVE BEEN VERIFIED BY 
ACTUAL PRACTICE . 

AFTER NUMEROUS ATTEMPTS TO RECONTACT PERRIN FOR 
FURTHER INFORMATION, HE WAS CONTACTED ON 12/12/75. PERRIN 
STATED THAT HE HAD BEEN AT PT & T HEADQUARTERS IN SAN FRANCISCO 
CONSULTING WITH HIGH OFFICIALS OF THE COMPANY REGARDING 
THIS MATTER. PERRIN STATED THAT IT WAS HIS UNDERSTANDING 
THAT OFFICIALS OF AT & T COMPANY WERE GOING TO PROVIDE ALL 

INFORMATION REGARDING | |TO THE U.S. DEPARTMENT OF b7C 

JUSTICE, WASHINGTON, D.C. ON 12/12/75. 

BECAUSE [ ~] ACTIVITY APPEARS TO EFFECT MANY 

AGENCIES OF THE GOVERNMENT IN VARIOUS JURISDICTIONS, AT & T 
OFFICIALS BELIEVED THAT THEY SHOULD FURNISH INFORMATION 
CONCERNING | ~| tO THE U.S. DEPARTMENT OF JUSTICE FOR hlC 

APPROPRIATE ACTION. FOR THAT REASON, TELEPHONE COMPANY 



i>6 

B7C 




* 


LA 139-430 
PAGE THREE 

OFFICIALS REQUESTED THAT PERRIN NOT FURNISH ANY MORE INFORMATION 
CONCERNING ! | AT THE LOCAL LEVEL. PERRIN STATED THAT 

THERE WAS MUCH MORE INFORMATION REGARDING | ~[ bUT THAT 

HE WOULD NOT FURNISH ANY ADDITIONAL INFORMATION. NUMEROUS 
LOGICAL AND TECHNICAL QUESTIONS WERE PUT TO PERRIN REGARDING 
THIS MATTER BUT HE DECLINED TO ANSWER THEM CITING INSTRUCTIONS 
OF SUPERIORS. 

PERRIN HAS NOT BEEN ABLE TO OBTAIN | 

TRUE NAME OR PRESENT ADDRESS AND MOST CONTACTS WITH HIM HAVE 
BEEN VIA TELEPHONE. HOWEVER, PERRIN DID FURNISH THE FOLLOWING 
BRIEF PHYSICAL DESCRIPTION Of | | 


PERRIN REQUESTED THAT THIS MATTER BE KEPT STRICTLY 
CONFIDENTIAL . 

LOS ANGELES WILL MAINTAIN CONTACT WITH PERRIN 
AND LHM WILL FOLLOW. 

IF THE U.S. DEPARTMENT OF JUSTICE IS CONTACTED 
BY AT & T, THE BUREAU IS REQUESTED TO ADVISE LOS ANGELES 
OF SPECIFIC DETAILS REGARDING THIS MATTER. 


- 3 - 
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":m *1.7 la non” 

C7s4!?PM NITEL l?.- IP-75 DLB 


TO DIRECTOR 

FROM LOS A KGL’LES <139-432) 


ilCSTAUTIVE DESK AMD RADIO ENGINEER I UP SECTION 


ON m-.^-75, SECURITY AGENT V/AYNE PERRIN, PACIFIC 
TELEPHONE A UQ TELEGRAPH COMPANY (PT A T) , LOS ANGELES, 
CALIFORNIA, SAID THAT AM INDIVIDUAL USING THE NAME | ~*| 

| | cft MS TO HIP ATTENTION SEVERAL MONTHS AGO DURING At! 

INVESTIGATION of a threat to pomp a tfle phone company facility. 


PEEP IN DESCRIBED | |A 

FREAK. PERRIN STATES THAT [ 


LAV ENFORCEMENT. 


Jas an electronic genius and phone 

T I 1 1 S EXT.RE "EL Y. PARANOID OF 


PERRIN DEVELOPED A RAPPORT WITHl 


CONFIDED AND DESCRIBED THE PROCEDURES TO DO 


THE FOLLOWING 8 


J. ENTER INTO PERRIN'S HOME TELEPHONE CONVERSATIONS 
o . PENETRATE THE SECURITY AND SA EE GUARDI MG 
EQUIPMENT IN THE WHITE HOUSE IN WASHINGTON D.C. AND TALKING 


w 



t 


LA JW- 43 B 
PAff^twO 

TO PRESIDENT FORD If) THE EARLY .MOP PT»j r HOURS. 

3. PENETRATE THE AUTOVAN COMMUNICATION SYSTEM IN 
OMAHA, NEBRASKA, AND 


|CLAIMS TO POSSESS THE KNOWLEDGE 
THAT WOULD ENABLE HIM TO SCRAMBLE AIRCRAFT AMD LAUNCH MISSILES. 

A. PENETRATE AND GAIN ACCESS TO COMPUTERS SUCH 
AS NO I C OR ANY OTHER TYPE OF COMMERCIAL OR GOVERNMENT COMPUTER 
UTILIZING COMMERCIAL TELEPHONE CIRCUITS. 


PERRIN SAID THAT HE HAS CONSULTED WITH APPROPRIATE 
TECHNICAL PERSONNEL OF PT & T COMPANY WHO I NDICA T E THAT THE 

penetration techniques developed ! [ appear TO BE 

TECHNICALLY POSSIBLE AND THAT SOME HAVE BEEN VERIFIED BY 
ACTUAL practice. 

AFTER NUMEROUS ATTEMPTS TO RECONTACT PERRIN FOR 
FURTHER INFORMATION, HE WAS CONTACTED OM 12- IB- 75. PERRIN 
STATED THAT HE HAD BEEN AT PT ? T HEADQUARTERS I N SA N FRANCISCO 
CONSULTING w I T ] ! HIGH OFFICIALS OF THE COMPANY REGARDING 
THIS MATTER. PERRIN STATED THAT IT WAS MIS UNDERSTANDING 
THAT OFFICIALS -OF AT & T COMPANY WERE GOING TO PROVIDE ALL 
INFORMATION REGARDING ) | TO THE U.S. DEPARTMENT OF 

JUSTICE, WASHINGTON, O.C. ON 12-12-75. 

BECAUSE p" | ACTIVITY APPEARS TO EFFECT MANY 

AGENCIES OF THE GOVERNMENT IN VARIOUS JURISDICTIONS, AT «, T 
OFFICIALS BELIEVED THAT THEY SHOULD FURNISH INFORMATION 
CONCERNING ) ~| to THE U.S. DEPARTMENT OF JUSTICE FOR 

APPROPRIATE ACTION. FOR THAT REASON, TELEPHONE COMPANY 


1 

b6 

b7C 


be 

b7C 


i 

''I 


b6 

b7C .« 

i 
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:b6 
b7C 

| LA 139-43!? 

| PAGE THREE 

I OFFICIALS REQUESTED THAT PERRIN MOT FAMISH ANY MORE INFORMATION 
I concerning ! | AT THE LOCAL LEVEL • PERRIN STATED THAT 

| THERE WAS MUCH MORE INFORMATION REGARD IMG | | BUT THAT 

E HE WOULD NOT FURNISH ANY ADDITIONAL INFORMATION. NUMEROUS 
LOGICAL AMD TECHNICAL QUESTIONS WERE PUT TO PERRIN REGARDING 
THIS MATTER BUT HE DECLINED TO ANSWER THEM CITING INSTRUCTIONS 

OF SUPERIORS. ' 

PERRIN HAS NOT BEEN ABLE TO OBTAIN 
TRUE NAME OR PRESENT ADDRESS AND MOST CONTACTS WITH .HIM HAVE 
BEEN VIA TELEPHONE. HOWEVER, PERRIN DID FURNISH THE FOLLOWING 
BRIEF PHYSICAL DESCRIPTION Of | | 


PERRIN REQUESTED THAT THIS MATTER BE KEPT STRICTLY CONFIDENTIAL. 
LOS ANGELES WILL MAINTAIN CONTACT WITH Q ER R 3 M AND LHM 
WILL FOLLOW. 

IF THE U.S. DEPARTMENT OF JUSTICE IS CONTACTED 
BY AT & T, THE BUREAU IS REQUESTED TO ADVISE LOS ANGELES 
OF SPECIFIC DETAILS REGARDING THIS MATTER. 

END 







be 

b7C 


UNKNOWN SUBJECT, 


On December 3, 1975, Security Agent Wayne Perrin, 
Pacific Telephone and Telegraph Company (PT&T), Lo s Ange les, 
Californ ia . said that an individual using the name ) | 

Jcame to his attention several months ago during an 


investigation of a threat t o bomb a telephone company 
facility. Perrin described | | as an ele ctronic genius 

and phone freak. Perrin states that I lis 

paranoid of law enforcement . ' 

Hand 


extremely 


Perrin de veloped a rapport with I 


result , | ^onfided and described the procedures to 

do the following; 

1. Enter into Perrin’s home telephone conversations. 

2. Penetrate the security and safeguarding • b 

equipment in the White House in Washington, D.C., and b 

talking to President Ford in the early morning hours. . 

3. Penetrat e the Aut ovan communication system in 

Omaha, Nebraska, and |claims to possess the knowledge 

that would enable him to scramble aircraft and launch 
missiles. 


Bureau 

Los Angeles (139-430) 

OrF!CF COPY 


/3f'^SO'-9 




This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI , and is loaned to 'your 



distributed outside 


f)^our agency. 



UNKNOWN SUBJECT, 


4. Penetrate and gain access to computers such 
as NCIC or any other type of commercial or government 
computer utilizing commercial telephone circuits. 

Perrin said that he has consulted with appropriate 
. technical personnel of PT&T Comp any who indi cate that the 
penetration techniques developed | [appear to be 
technically possible and that some nave oeen verified by 
'actual practice. 

After numerous attempts to recontact Perrin for 
further information, he was contacted on December 12, 1975. 
Perrin stated that he had been at PT&T headquarters in San 
Francisco consulting with high officials of the company 
regarding this matter. Perrin stated that it was his 
understanding that officials of AT&T . frimnanv . were going 

to provide all information regarding ! | to the U.S. / 

Department, of Justice, Washington, D.C-. , on December 12, 
1975. 

Because I I activity appears to effect many 

agencies of the government in various jurisdictions, AT&T 
officials believed that they should furnish information 
concerning Johnson to the U.S. Department of Justice for. 
appropriate action. For that reason, telephone company 
officials requested th at Perrin not furnish any more 
information concerning! |at the local level. Perrin 

stated t hat there was mucn more information regarding 
I (but that he would not furnish any additional 
i nl'ormat i on . Numerous logical and technical questions 
were put to Perrin regarding this matter but he declined . 
to answer them citing instructions of superiors. 

' Perrin has not' been able to obtain | 1 * rue 

name or present address and most contacts with mm nave 
been via telephone. However, Perrin d id furnish the 
following brief physical d-ecription of I I 

j Name 

Race 

Sex * . 

Age 

Weight 

Height 




VNITED STATES GOVERNMENT 

Memorandum 


TO : DIRECTOR, FBI 


date: 12/17/75 


FROM 1 j/ADIC, LOS ANQELES (139-430) (P) 


I fY. 

SUBTEC T. UNSUB , 


Re Los Angeles nitel to Bureau iated 12/12/75 and 
telephone call to Bureau 12/16/75, Radio Engineering Section. 

Enclosed for the Bureau are six copies of a letter- 
head memorandum reflecting investigation at Los Angeles. 


. AT LOS ANGELES, CALIFORNIA ; Will maintain contact 
with WAYNE PERRIN, Pacific Telephone and Telegraph Company. 


Bureau (Enc . 6) 
Los Angeles 


WHS/jem 

k'd ( 
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v FEDERAL BUREAU OF INVESTIGATION 


' " WAY.HfvPERRIN, Security Ment, Pacific^;- ' ' 

Telephone a^Te^egraph qbinpany, ^..Pasa^pa/ Cal^o^nia,, ' 

was contacted at Ki;s . re sidence in Arca/ti 3 ' Calxf oruia , . 

tel ephnne number ^ 445-705-1/;: Sat • wh ic h* t ime ■- he furnishe d 
the following, information •concerning ^ | 

’ PERRIN staf edxthl-t l J j 

'ha^edit. recently rni;tg±epnonic . 
contact witn-PERRiN ana for; .th4s;:,reason, inging,. ^ he 

to th e- attention of the Federal Bureau of ;Tftv.estigation ' b7 
(FBI) 1 [activities ’: stated\ that he. was 

referring to | | inasmuch as that 

is the name he is currently He*de*sc’ribed | I 

as a computer electronic-type" cjllhius who told RERRIlsf •* 

that he is able , through, his knowledge; of eiedtronics^ - 
to penetrate computer systems and activate:. these systems 
for whatever results he- sp . .desires. 

. PERRIN* said .that ! l has been able to ' 

enter into his home tele phoffe lin e and will contact him , 
several tiraefe per week. I 1 has told PERRIN that 

he has twice' been able to . penetrate .the security: and 
safeguarding equipment at' the ' White' House j in Washington , 

D. C . , and has^ ^brsonally talkf^^o President FORD' in — ■ ■ 

the early HburSj of the mornin^si., PERRIN said' that ! I 

told him he has, sophisticated electronic equipment that 
will. enable him; to. penetrate the Autova n Communic ations 
System in Omaha, Nebraska,, and thatihe^ l [ possesses 

the knowledge that wou^d'jen.atole him to- scramble aircraft, ' • 
and if h e so desired, tO'^iUunch missiles li PERRIN said that 
1 H has described to lfim r step-by-rstep the procedures 

which he uses ts* penetrate the various tel^^one circuits 
and systems and the procedures that he has utilized to 
gain access- to such computers as the National Crime 
Information Center. (NCIC) and; any type df retail dr business 
establishment; such as Shears Roebuck and Company, the 
Bank of America, BankAmer icard , ’ fa$d others . 



Arcadia ,. California 

~^AJ^^kp T 


Los Angeles 139-430-^ -I 


I t 


2 

LA 139-430 


PERRIN said that he has consulted with 
knowledgeable electronic communications personnel of ; b 7c 

the Pacific Telephone Company and has r?n nfe>rre>d with 
them about the procedures which | | has s et out anc 

the telephone technical people have said that | 
certainly has the knowledge and the procedures to be 
involved in a sophisticated communications -telephone 
penetration. 

PERRIN said that | | could be arrested at b6 

this time and charged with a threat to bomb the telephone b7C 
company, but he desired at this time to confer with FBI 
personnel as he feels that this information should be 
checked out and if determined to be valid that perhaps 
the FBI could contact the proper individuals at Omaha 
and/or United States Secret Service and perhaps some 
type of violation which would be under the FBI's jurisdiction 
could be investigated. 


2 




NR 042 LA PLAIN 

11* 10PM NIT EL 12-22-75 HEW 

TO DIRECTOR 

FROM LOS ANGELES (139-430) (P) 

ATTN* SUBSTA NTIVE DESK; RADIO ENGINEERING SECTION UNSUB, AKA 


RE LA TEL TO BUREAU, DECEMBER 12, 1975; AND TEL CALLS TO 
RADIO ENGINEERING DECEMBER 15, AND 16, 1975, 

ON DECEMBER 22, 1975, WAYNE PERRIN, SE CURITY AGENTS, PACIFIC 
TELEPHONE A ND TELEGRAPH (PTT) ADVISED THAT 

| ADMINISTRATIVE C, LONG LINES, AMERICAN TELEPHONE AND 

TELES APH (ATT), IS THE PERSON AT ATT WHO CONTACTED THE U.S. 


DEPARTMENT OF JUSTICE RE THIS MATTER. 


|CAN BE CONTACTED AT 


2055 L STREET, NORTHWEST, WASHINGTON, D.C., TELEPHONE I I 

□ 

PERRIN STATED THAT OFFICIALS AT PTT HAVE NOW ADVISED HIM TO 
TURNOVER TO THE FBI ALL INFO RE THIS MATTER. 

PERRIN STATED THAT THE INFO IS BEING PREPARED IN WRITTEN FORM 
AND WILL TAKE APPROXIMATELY TEN DAYS OF PREPARATION. IN THE b 


INTERIM PERRIN WILL INTRODUCE [ 


]TO SAS OF THE LA FBI 

SEARCHED — 





I 



PAGE TWO 
LA !39-430 

PERRIN STATED THAT ) | IS AWARE THAT INFO IS BEING 

FURNISHED BY PIT TO THE LA FBI OFFICE. PERRIN FURTHER STATED 
THAT | [ WOULD BE RECEPTIVE TO BEING CONTACTED BY FBI 

HEADQUARTERS RE THIS MATTER. 

LA WILL KEEP BUREAU ADVISED OF FURTHER DEVELOPMENTS. 

END 



FD-36 (Rev* 5-22-64) 


<> jPfansmit the following in _ 
i¥ia TELETYPE 


F B I 

Date: 12/22/75 

PLAINTEXT 


(Type in plaintext or code ) 

NITEL 





ATTN: SUBSTANT IVE DESK; RADIO ENGINEERING SECTION 

] IOC 


UNSUB, 


RE LOS ANGELES TEL TO BUREAU, DECEMBER 12, 1975; 

AND TEL CALLS TO RADIO -ENGINEERING DECEMBER 15 , AND 
16, 1975. 

ON DECEMBER 22, 1975, WAYNE PERRIN, SECURITY AGENTS, 
PACIFIC TELEPHONE AND TELEG RAPH (PTT) ADVISED THAT | 


ADMINISTRATIVE C, LONG LINES, 
AMERICAN TELEPHONE AND TELEGRAPH (ATT) , IS THE PERSON AT 
ATT WHO CONTACTE D THE U.S. DEPARTMENT OF JUSTICE RE THIS 


b6 

■b7C 


MATTER. 


WASHINGTON, D.C. , TELEPHONE f" 


CAN BE CONTACTED AT 2055 L STREET, NORTHWEST ■, 


PERRIN STATED THAT OFFICIALS AT PTT HAVE NOW ADVISED 
HIM TO TURNOVER TO THE FBI ALL INFO RE THIS MATTER. 

PERRIN STATED THAT THE INFO IS BEING PREPARED IN WRITTEN 


FORM AND WILL TAKE APPROXIMATELY TEN DAYS OF PREPARATION. *>6 

b7C 


IN THE INTERIM PERRIN WILL INTRODUCE 
T \ > Y , 0^ i ANGELES FBI OFFICE. 

WHStflew 


Jto SAS OF 

, SEARCHED 
£ INDEXED 


I 

L 


m 







* 


* 


PAGE TWO (LA 139-430) 

PERRIN STATED THAt | | IS AWARE THAT INFO IS BEING 

FURNISHED BY PTT TO THE LOS ANGELES FBI OFFICE. PERRIN 
FURTHER STATED THAT | | wpULD BE RECEPTIVE TO BEING 

CONTACTED BY FBI HEADQUARTERS RE THIS MATTER. 

LOS ANGELES WILL KEEP BUREAU ADVISED OF FURTHER 
DEVELOPMENTS . 

END 


2 * 




FD-302 (REV. 11-27-70) 


I f 

FEDERAL BUREAU OF INVESTIGATION 



be 

Security Agent WAYNE PERRIN, Pacific Telephone b7c 
and Telegraph Company, Los Angeles, California, stated that 
he had been at Pacific Telephone and Telegraph’ Headquarters 
in San Fr ancisco, consu lting with high officials of the company 
regarding ] ~| PERRIN stated that it was his under- 
standing that officials of American Telephone and Tele graph 

Company were going to provide all information regarding! ~j 

to the United States Department a£ Justice, Washington, D«C«, 
on December 12 , 1975 . Because) [activity appears to 

affect many agencies of the government in various jurisdictions, 
American Telephone aid Telegraph Company offic±aXs_believed that 
they should furnish information concerning! [to the United£5r 

States Department of Justice for appropriate action. For that 
reason, telephone company officials re quested t hat PERRIN not 
furnish anymore information concerning f~~ | at the local level. 

■BESKIN stated that there was much more information regarding 

I I but that he would not furnish any additional information. 

Numerous logical and technical questions were put to PERRIN re- 
garding this matter, but he declined to answer them citing 
instructions of superiors. 

PERRIN has not been able to obtain | 1 true 

name or present address, and most contacts with him have been 
via telephone, however, .PERRIN fli.d furnish the following brief b6 
physical description of| | b7c 

Name 

Race 

Sex 

Age 

Height 

Weight 

PERRIN requested that this matter be kept strictly 
confidential. 



1974-BH9-294 



O^INM 

Memorandum 


UNITED STATES GOVERNMENT 



SAC, LOS ANGEI3ES (139-430) (P) 


DATE! 12/19/75 


, UNSUB. r 


b6 

b7C 


IOC 

00: Los Angeles 


Re Los Angeles teletype to Bureau, dated 12/12/75. b7c 

On 12/15/75, Section Chief BILL HARWARD, Radio Engineer- 
ing Section, telephonic ally requested that Pacific Telephone and 
Telegraph Company be recontacted to determine who at American 
Telephone and Telegraph Company is going to provide the informa- 
tion on | |to the United States Department of Justice. 

On 12/15/75, WAYNE PERRIN, Security Agent, Pacific 
Telephone and Telegraph Company, advised that the Legal Depart- 
ment from Pacific Telephone and Telegraph was currently en route 
to New York to confer with legal people at American Telephone and 
Telegraph, and that they both in turn were going to meet with 
Attorney General LEVI on 12/17/75. PERRIN indicated that he had 
no additional information. 

On 12/16/75, the above information was furnished to 
Section Chief BILL HARWARD at the Radio Engineering Section. 





UNITED STATES GOVERNMENT 

MemorarMum 

T0 : Sac, administrative ( 139 - 430 ) 

FROM : sa| ~ n 


t>ATE : 12/22/75 


Title marked changed to indicate the name of the 
subject as furnished by him in an interview on 12/22/75. 




/39-K30' 9 


Sgs&ESsBi 

OECfTW 1S75 

FBI — LOS ANGELES 


Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan 



late: 


12/23/75 


Transmit the following i 


(Type in plaintext at code) 

AIR MAIL 

(Priority) 


DIRECTOR, FBI 

ATTN: SUBSTANTIVE DESK AND RADIO ENGINEERING 

SECTION 


ADIC, LOS ANGELES (133-430) 


The title of this case is marked changed to include 
12/22/75 3 trUe name w hich he provided when interviewed on 

Re Los Angeles tels to Bureau i?/i?/ 7 S anri 

12/22/75, captioned, "UNSUB, | 

_ . . 0n 12/22/75, WAYNE PERRIN, Security Agent, Pacific 

Te lephone Company , Lo s Angeles, introduced the subject to 


_ . After PERRIN's departure,! Idisolaved a 

friendly and cooperative attitude. He claimed most of the 



The Bureau and San Francisco will be furnished 


3-Bureau (AM) . 
lj-S an Francisco 

anrrnlpc 1 


I (Info) (AM) 

7 39 - 


Special (\gent in Charg< 






teletype 


NITEL 


TO DIRECTOR, FBI 039-499]) 

ATTENTION SUSTANTIV* DESK AND RADIO ENGINEERING SECTION 


SAC, SAN FRANCISCO O 39-] 88) 
PROM LOS ANGELES 0 39-4] 4) 



QO: SAN FRANCISCO. 


RE LOS ANGELES AIRTEL TO THE BUREAU, DATED DECEMBER 
23,- ]975. 















wr 940 LA CODE 
raiMPN NITEL I-15-7G RLD 
TO DIRECTOR 
FROB LOS AB6ELES (139-43*) 


ATTB: SUBSTANTIVE^ DESK AND RADIO ENGINEERING SECIIO». | | 


JaKA, IOC, OOs LA. 

RE LA TELETYFE , JANUARY 6, 1976. 
WITH REGARD TO DERWSTRATION I 


OF ACCESSING 


AlfTOVON TELEPHONE SYSTEM ILL IfilTLY, TENTATIVE ARRANGEMENTS 
ARE BEING HADE FOR THE HBQBSTRAT 108 THURSDAY, JANUARY 22, 107** 


DEVICE WILL BE ASSEMBLED BY LOS ANGELES RMT ASAP. AFTER HAS 

EXAMINED DEVICE AND DETERMINES IT IS SUITABLE, FIRM ARRANGEMENTS * 

BE MADE FOR DEMONSTRATION AND FBI HEADQUARTERS ADVISED. ; 

INVITATION OF TELEPHONE INDUSTRY AND GOVERNMENT REPRESENXATJM®|^V 
TO BE PRESENT AT LOS ANGELES FOR DEMONSTRATION IS BEING LEFT , § 

TO DISCRETION OF FBI HEADQUARTERS. - '.jij 


'3 - Mg 


SEARCHED 

INDEXED 

im* 



FD-36 (Rev. 5-22-64) 


Transmit the following in . 


Date: 1/15/76 


(Type in plaintext or code) 


DIRECTOR, FBI 

I: L os ANGELES (139-430) 

ATTN: SUBSTANTIVE DESK AND RADIO ENGINEERING SECTION. b7c 

| IOC, OO: LOS ANGELES . 

RE LOS ANGELES TELETYPE, JANUARY 6, 1976. 


WITH REGARD TO DEMONSTRATION 


OF ACCESSING 


AUTOVON TELEPHONE SYSTEM ILLICITLY, TENTATIVE ARRANGEMENTS 
ARE BEING MADE FOR THE DEMONSTRATION THURSDAY, JANUARY 22, 


| DEVICE WILL BE ASSEMBLED BY LOS ANGELES 

RMT ASAP. AFTER | | HAS EXAMINED DEVICE AND DETERMINES 

IT IS SUITABLE, FIRM ARRANGEMENTS WILL BE MADE FOR DEMON- 
STRATION AND FBI HEADQUARTERS ADVISED. 

INVITATION OF TELEPHONE INDUSTRY AND GOVERNMENT REPRE- 
SENTATIVES TO BE PRESENT AT LOS ANGELES FOR DEMONSTRATION 
IS BEri,G LEFT T0 DISCRETION OF FBI HEADQUARTERS. 


RFJ/LMR 

( 1 ) 


/3?-y30'// 


SEARChTD 


jol Agent in Charge 





FEDERAL BUREAU OF INVESTIGATION 


D«e of transcription _ 


A confidential informant at Los Angeles# 
California# furnished the following information* 


Oxjd of the most brilliant "phone t^tsresfc* 
in the Fernando Valley Is a , white male namedl — 

I J han an alias of I 

last tamaa teleahane nu-nibA*» uan I 


„ . . _ r. Ihnowol | r;ho gained 

notoriety and was convicted fear stealing Pacific Dell 
Tslepfcone r.uudjinenfc by me ami of b reaking the telephone 
ccBSMaar*, cap atm- mite . I ^H i n also 

who resides in the San Franc l«nr> r caiffarate# 



. L- j ^y *» tilth an 

individual knowladoeabls about "phono phraak* act ivities 

i named | t f 1 whoec tel ephone is j ] jfcidha r 

L — j. I °*1 J oe bote# ircy have ha2 atraethino 

I®? Y 1 *^* 1 * NKwwa»r 1974 Santa ?>arfcar;i -unclear !*aoc«wt*b6 
*°**" in which long distance telephone lines into Santa b?c 

and incoming long distance cnllr.ra 
were told that Santa Barbara had been -wiped off the man 
by a nuclear reactor erosion*. ” - K r -> 


I is described as follows i 


Los Angeles 


This document contains neither recommendations nor conclusions of the FBI It ia thn m™ 
your agency; it and its contents are not to be distributed ouS your P ' 



I 





FD-209 (Rev. 4-1-74) 

OPflOHAl FORM MO. 10 5010-104 

•MAUFM COITION 

UNITED STATES GOVERNMENT 

Memorandum 



DATE: 1/ 2 /76 


Dates of Contact 

File <Uae Titles if File fta not available or when Cl provides positive info nnation) 

I — - 

00* Son Francisco I 


00 > Lo» Angeles 


Purpose and results of contact 

□ negative 

[^POSITIVE 

□ statistic 


Information her* in obtained confidentially; 
informant** name is not to be disclosed in r ep o rt or 
otherwise unless it has been decided definitely that he 
is to be a witness in a trial or hearing* 


□ POSITIVE ASSIGNMENT GIVEN 


I f j. Informant certified that he has furnished all information obtained by him 
I —wince last contact, including Information concerning narcotics. 


Coverage 

CRIMINAL 


1 - 139-414 - (Attachment 1) 

1> 139-430 - (Attachment 1) (Attn* SA 





U «« 

IK 132 LA CADE 

7*tflt NITEL I«I9»7< ttJD 

TO BM8ETQ* 

IWH LOS AI6ELCS C 139-431) CP) 







FD-302 (Rev. 11-27-701 


\ 


EDERAL BUREAU OF INVESTIGATION 


Dote of transcription — 


1/8/76 


-Loa Angeles 


I was interviewed at the 
T furnished a written report 


~1 qiatpri that- 1-hi.s information was obtained 


I |stated that he would demonstrate this 

procedure upon request . 


|stated that he does not desire to testify 
dent i£ led. 


The substance of Q 
in xerox form. 


^report is attached 


b7C 

b7D 


Intervi ewed on 

1/6/76 

. Los Angeles, California . u 

—File # 

Los Angeles 

139-430^/f 

SA^ 

by 1 


— . a □ 

and 

'WNS/njs 

be 

1/8/76 b7C 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents ate not to be distributed- outside your agency. 




1/27/76 


ft * 


umcTOB, m _ 

ATTHt uszo an 


ABIC* IDS 




<13^-450) 


r n 

IOC 

00: Loo Angolo* 

One «t (3 mil) of 
boing to FBI SooAijttaertorm 1 
Thom tapoo ropxmooat opg loo o f 
at Loo iagolo* of m U m nmtmt i* 
f rooking” teobmitjmoo. 



b7c 


__ topoo lo 

15 mU- 

. — fcO ««l/ 22 /?S . 

ISru^w* 't? c s ^ 

*b7D 


Thm tapoo vox* i 


1 — i^ssr 

u— 1 by[IZ_jS^ 

ao it occimi 1» 1 


with tho written comment of 
- from tho tolophoao lino^ 
— — ti ip the 0**“**“* 
■trwtion 


LmWhi room wber* the < 

Mio HirtOT — ‘~r Bootiom Cbiof VUAJAH I. 
roqmoatod ©opioo sTth* topoo m^pitto* herewith. 


Ro|r* &U£Z’{tv B/t ai . 
Rato 1122/11 

7 rr-r; ry?Q„ 

'■V 

Of 




ip^-.en v .. 




Reisburs-a^le yalr-3 . if any,, of 
. jeyidcaeo! 


An (1 - roeka«o) 

lJL Loo Angelo* 


(9- 

BFJ, 
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FEDERAL BUREAU OF INVESTIGATION 




Senior Security Agent WALTER P. SCHMIDT, General 
Telephone Company, Santa Monica, California, telephone 
(213) 451-8431, furnished the following information: 

During the evening of January 22, 1976, successful 
attempts were made to access the Autovon network automatically. 


The method used was the one that | | b7C 

I had attempted to demonstrate earlier that same day. b7D 

SCHMIDT stated that the following persons were 
present at General Telephone Company, Santa Monica, Cali- 
fornia, Headquarters when access was made into the Autovon 
network : 


SA WILLIAM E. HARWARD, FBI, 

Washington, D.C. 

I | National Security 

Agency, Washington, D.C. 

| 1 AT&T Company Long 

Lines, Washington, D.C. 

I I AT&T Company Long Lines , 

New York, New York 

KEN D. HOPPER, Bell Telephone Laboratory, 
Holmdel, New Jersey 


WALTER P. SCHMIDT, General Telephone 
Company, Santa Monica, California 


SA WILLIAM E. HARWARD, FBI, Washington, D.C., was 
the person who successfully accessed Autovon. SCHMIDT 
stated that everyone present seemed satisfied that the 
Autovon network could be accessed a utomatically util izing 
the method which had been attempted! barlier 

in the day. ' 1 


b6 

b7C 

b7D 



Intervi owed 


LA 139-430- 3S 

1/23/76 Los Angeles, California C|U H LA 139-414 



1/27/76 b 6 

b7C 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Dote Of transcription January 28, 1976 



Present during the demonstration were the following: 

Sa | | FBI , Los Angeles 

Sa | | fbi, Los Angeles 

SA WILLIAM E. HARWARD, FBI, Washington, D.C. 

1 

KEN D. HOPPER, Bell Telephone Laboratory, 1 

Holmdel, New Jersey 

i I AT&T Company Long 

Lines, Washington , D.C. 

| 1 AT&T Company Long Lines, 

New York, New York 

Copies of the tape-recorded demonstration were 
made available to: 

WALTER P. SCHMIDT, General Telephone 
Company, Santa Monica, California 

KEN D. HOPPER, Bell Telephone Laboratory, 

Holmdel, New Jersey 

I I National Security 

Agency, Washington, D.C. 

SA WILLIAM E. HARWARD, FBI, Washington, D.C. 

1 | Pacific Telephone 

Company, Los Angeles, California 


1/22/76 ot Los Angeles, California nu 

pi 

'WHS : lmt . t .. . 


LA 139-430 
LA 139-414 




• • 


2 

LA 139-430 
LA 139-414 


The following is a summary of the specific areas 
covered by the demonstration: 

1. Access to Autovon. 

2. Access of verification trunks - use of a 
descrambler to monitor an ongoing conversation. 

3. Access of private line networks - ability to 
call through private microwave tie lines utilizing codes 
and touch-tone telephone. 

4. Computer access via telephone network - ability 
to gain access to various Government and commercial computers 
that utilize telephone network terminals. 


2 



• ' FD-209 TRev. IV24-72; 


UNITED STATES GOVERNMENT 

Memorandum 

£& ABIC, LOS ANQBLXsl 


Dates of Contact ' — 

JL/ 15/76 

Flle #s °° whtch contacted (Use Titles if File #s not available or when Ct provides positive information) 



rj NEGATIVE 

r; positive 

E] STATISTIC 


Information herein obtained confidentially; 
informant' a name la not to bo disclosed In report or 
otherwise unloaa it has boon decided definitely that 
he ia to be a witness in a trial or hearing. 

i La? Angeles Indices negative onl 

(-identified to refeyeeeeo at LA file 


IZ] POSITIVE ASSIGNMENT GIVEN (Ghetto only) 


Jim 9 m 


W**~ 


(attachment r 
[ Tat t acl unc nt l 
(attachment l 
{attachment l ' 


“l |(attach. 

ir-^ J l39-»ew (attach, 
l - 139-Hew {attach, 
i - 139-Hee (attach. 





2 * - 




FtV302.<Rev. 11-27-70) 


federal bureau of investigation 


January 27, 1976 


5. confidential informant at Los Angeles furnished 
the following informations 


Source signed a form of consent to record and 
disclose conversations relating to a demonstration of tele- 
phone manipulations. 


Present at the demonstration were: 


FBI, Los Angeles 


FBI, Los Angeles 


SA WILLIAM E. HARWARD, FBI, 
Washington, D.C. 


KEN D. HOPPER, Bell Telephone Laboratory, 
Bolmdel, New Jersey 


I AT&T Company Long 
dngton, D.C. 


J AT&T Company Long Lines, 
New York 


I National Security 
Washington, D.C. 


Copies of the tape recorded demonstration were 
made available to: 


WALTER P. SCHMIDT, General Telephone 
Company, Santa Monica, California 


KEN D. HOPPER, Bell Telephone Laboratory, 
Holmdel, New Jersey 


(National Security 
on, D.C. 


gt Los Angeles, California 


LA 139-430 ' « v 
LA 139-414 


It is the proper of the FBI and is loaned to 


I 


t 


LA 139-430 
LA 139-414 


SA WILLIAM E. HARWARD, FBI, 

Wash! ngton , D . C . 

E- bacific Telephone 

Company, Los Angeles, California 

The following is a brief summary of the specific 
areas covered by the demonstration: 

1. Access to Autovon - source was not able to 
automatically access Autovon. Time of day and trunk busy 
conditions were blamed for the inability. Source was, 
however, able to access Autovon manually by conning an 
operator into manually accessing Autovon. 

2. Access of verification trunks - use of a 
descrambler to monitor an ongoing conversation. 

3. Access of private line networks - ability 
to call through private microwave tie lines utilizing 
codes and a touch-tone telephone. 

.. . ... . 4 * Computer access via telephone network - 

y o gain access to various Government and commer- 
cial computers that utilize telephone network terminals. 
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UNITED STATES GOVERNMENT 

Memorandum 



DATE: 1/27/76 


| File #s on Which contacted (Use Titles if File #B not available oT^nCI rm wirlnn m u,v 


Purpose and results of contact 

□ NEGATIVE 
g!D POSITIVE 

□ STATISTIC 


ET AL 

IOC 

OOj San Francisco 

I(8F File | rBufilef 


Info herein obtained confidentially; informant's 
name is not to be disclosed in report or otherwise unless 
it has been decided definitely that he is to be a witness 
in a trial or hearing. 


□ POSTIVE ASSIGNMENT GIVEN 

. Has informant shown any indication of emotional instability, unreliability o 
I furnishing false information? 


□5 Informant certified that he has furnished all Information obtained by him C ° VeIa Pr iminal 

since last contact, Including Information concerning narcotics. JOUXiiax 

PERSONAL DATA ' ~ 3= 

13 9-41 4- ,-C At ta chrifint 1) 

(J)- 139-430 (Attachment 1) JANSOW'/b / 

WHS: 1 K6I 105 ANGEL^^.. J 


1/29/76 


SAC, LOS ANGELES 



OO: Los Angeles 

(Los Angeles file(139 


On 1/21/76, ADIC JAY COCHRAN, FBI Laboratory; 

Section chief william e. flMKARD, FBI, Radio Engineering 

Section;! I National Security Agency; 

WALTER P. SCHMIDT, General Telephone Cospsnv: ken d. be 

HOPPER, Bell Telephone L aboratory t SA I | b7C 

FBI, Los Angeles; and SA l I fbt. los 

Angeles discussed the proposed demonstration of telephone 
manipulations scheduled for 1/22/76. 

On 1/22/76, demonstrations of telephone manipu- 
lations were Made and tape recorded. These attending the 
conference and/or demonstration were as follows : 

I ~ I AT6T Company, Long Lines, b6 

Washington, D.C., telephone (703) 450-5317 b7C 

ADIC JAY COCHRAN, FBI, Washington, D.C., 
telephone (202) 324-3000 

SA WILLIAM fi. HARMARD, FBI, Washington, D.C., 

(202) 324-3000 

, _ /3 ?-y20-3d 

TS'f* <&* 



LA 139-414 


| | NaClonal Security Agency. 

wasnmgton, u.c., telephone | 

WILLIAM F. BOWREN, Pacific Telephone Company, 
Los Angeles, California, telephone (213} 
621-2050 


Pasadena, 

518-2345 


JPecific Telephone Company, 
alifornia, telephone (213) 


WALTER P. SCHMIDT, General Telephone Company, 

Santa Monica, California, telephone (213) 

451-8431 

W, R. PERRIM, Pacific Telephone Company, 

Pasadena, California, telephone (213) 

578-2173 

KEN D. HOPPES, Bell Telephone Laboratory, 

Solaria 1, Hew Jersey, telephone (201) 949-3452 

El . J ATST company Long Lines, Hew York, 

Weiw York, telephone (212) 393-6169 b6 

SA [~ ] FBI, LOS Angeles, b7C 

California, telephene (213) 272-6161 

SA I 1 FBI . Loh Anortltn . 

C a lifornia, telepho ne (213) 

V33/7*, a conference was held between ADIC 
GEBHARDT , ADIC COCHRAN, Sec tion ch ief HARWARD, Super visor 

J 11 . l and 8 As I H and be 

- - , . — [concerning the previous day's demonstration b7c 

of ceiepnone manipulations. The discussion centered around 
a course of action to be taken with regard to this natter. 

I It_»aa decided that the investigation of | | b6 

w a * r Zuir™- bic 

ifAvsl to San Prancisoo in order to brief the San Francisco 
FBI Office personally of the developments concerning tele- 
phone manipulations . 


- 2 - 
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in addition, conscientious efforts should bn made 
to establish and cultivate inforaijists in this area with 
regard to possible prosecution relating ISO IOC, AR-Interference 
of Government Communications , and I T SP -FBIf-Compu t er PBW. 

On 1/24/71;. ADI C COCHRAN, Seotism Chief HARWARD, 
and SAsI \mt with SAa of the San Francisco b6 

FBI Office wherein the abtffc* liras discussed. bic 


A 


' i 


: «! 
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UNITED STATES GOVERNMENT 


Memorandum 


£& ADIC, LOS AMCBL1S 


b #8 not available or when Cl provides positive information) 


S POSITIVE 
STATISTIC 


Information htrtln obtain ed confidant la l iy; 
informant 'a name la not to be dlao ioaad In rapor tor 
otherwise unlaaa It haa bean decided definitely that 
he lc to be a witness In a trial or hearing. 


□ POSITIVE ASSIGNMENT GIVEN (Ghetto only) 


I Informant certified that he^ has furnished all information obtained by him 


1 ~ | ^attachment l) 

2 - liq-cco (attachment a) 

1 - 139-^30 (attachment l) (Info) 



■ 
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FEDERAL BUREAU OF INVESTIGATION 


1 / 20/76 


| (voluntarily appeared ^at the 

Los Angeles Federal Bureau o± Investigation (FBI) Office 
and furnished the following information: 


b6 

b7C 

b7D 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Los Angeles 3 California 
February 10, 1976 



On January 6 , 1976, William F. Bowren, 
Security Director, Pacific Telephone and Telegraph 
Company, 1010 Wilshire Boulevard, Los Angeles, 
California, p rovided in formation concerning the 
activities of l I The information was obtained 

by telephone company security department personnel 
through personal interviews, telephone i nterviews 
and independent inve sti gat ion I I from mid 

October 1975 to mid December 1975. A summary of 
the information provided by Mr. Bowren follows: 



S\- Bureau 

§ - Los Angeles (139-430) 

(l - 131- S'oo ) f 

RFJ/nj s /meh / f 

(7)>:V - / ' 


This document contains neither recommendations nor 
- conclusions of the FBI. It is the property of the 
FBI and is loaned to your agency; it and its contests 
are not to be distributed at side your agency. 




UNITED STATES GOVERNMENT 

Memorandum 

: DIRECTOR, FBI 

from Ay ADIC, LOS ANGELES (139-^30) 
subject: 


TOC 

00: Los Angeles 


date: 2/10/76 



LA 139-414 
139-430 
WHS/rjn 

The following investi gation was conducted by 
Special Agent | ~~| at Los Angeles, California s 

On February 9, 1976, Security Agent WAYNE 
PERRIN, Pacific Telegraph and Telephone Company (PTTC) , 
telephone n umber 213-578-2175, advised that his counterpart 
|PTTC, Sacramento, California, telephone number | 

I ha s a pending investigation Qn |^ I 

and! I PERRIN advised that| lhad been told 

to lay off of "I by PTTC; however , \ [stated 

that he had nrt to^n yHthI [during December of 

1975. PERRIN advised that| pad lyention^dl — | . 

I ~| name to WAYNE PERRIN during | [investigation. 

On February 12, 1976 , Security Age nt WAYNE PERRIN, 
PTTC , advi sed telephone numberl |was established — 

in 1955 bv I _ ■ 

| | The telephone is located at[ 

T5dl I 1 


'37 




UNITED STATES GOVERNMENT 

Memorandum 

: SAC, LOS ANGELES (139-414) (P) 


date: 3/12/76 


IOC 

GO: 'San Francisco 

On 5/9/76, Security Agent VAYKE PEEEIN, 
Pacific Telephone and Telegraph Company (PT&TC;, 
telephone number 578-2175, advised that PT&IO has 

inf ormation furn ished to them byl 1 

an d I ~| indicating that l . l ma 7 


ana j xiiuj.vauiu 6 ■ 

be in violation of l ocal cri minal ordinances. 
Accordiag_feo PERRIN, I l and I .^J alleged 


Acco rding to PERRIN, | [and | jaixegea 

that! |has keys to the upper housing of pay 

telephones and a master key and core to General 
TrI R uhnne Com pany locks. In addition, it was alleged 
■hVio-h l I is involved in wiretapping activity. 

PERRIN did not furnish any specific information con- 
cerning any wiretap. 

PEERIN' stated that WILLIAM BOWREN, Security 
Director, PT&TC, instructed PEERIN to call writer to 
advise that PT&TC was going to pursue ttos by presenting 
to a District Attorney. BOWEN wanted PEERIN to advise 
the FBI that if this would foul up a pending FBI invest- 
igation, he, BOWEEN, would hold off if requested to do 
so by a supervisor or other official of the FBI. 

The above was brou ght to the attention of 
Supervisor ! 1 

As a result of the conversation with| ZI1 
a return call was placed to WAYNE FEItflM on V9/76 at 
which time PEREIN was advised that the FBI , 

no objection whatsoever to whatever course PT&TC5 intends 
to follow with regard tfr presenting nrtBftp al allegations 
concerning I I searched ..^^iNDExen.,....^,,.. y s 

Awr / 

T I FBI - LOS ANGELES l / 


/.? 9 ■ 
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PERRIN was also told that if PT&TC is in 
possession of information indicating a Federal 
violation which is under FBI jurisdiction, the FBI 
would vigorously investigate the matter. Further, 

PERRIN was told that should BOWKEN wish to discuss 
this matter further, he should feel free to call this 
office . 

PERRIN advised that | l and l | 

had admitte d t o PT&TC they were involved in criminal 
activity. --PERRIN wa s asked if the information fur- be 

nished by l land | concerning their own b7c 

criminal activity had Deen presented to the appropriate 
prosecuting attorneys. PERRIN said that it had not 
been presented and that PT&TC attorneys advised that 
presentation was not necessary. 

Writer advised PERRIN that it is writer's 
understanding that anyone knowledgeable of a criminal 
violation is obligated by law to report the violation 
to the proper jurisdiction and that there is a Federal 
statute, Title 18, USO, Section 4, which directly applies. 

PERRIN was advised that PT&TC should present 
any criminal activity of any kind to the appropriate 
authority and that it was not necessary to obtain permission 
of the FBI prior to presentation. 




UNITED STATES GOVERNMENT 

Memorandum 

TO : SAC, LOS ANGELES (139-430) 



date: 3/15/76 



nTTrT ,„ „ Following a receipt of a telephone call from 
WILLIAM F. BOWREN, Chief Special Agent, Pacific Telephone 
Company, S AC ELM E R £ , LTNRE RG , Criminal Division, and 

Supervisor L | me t with BOWREN at BOWREN 1 s 

office on 3/12/76. At the meetinq was WAYNE PERRIN. 

Security Agent for Pacific Telephone,! 1 

for the telephone company, and one other telephone company 
employee. * 

WAYNE PERRIN provided SAC LINBERG and the writer 
with a copy of five pages of handwritten notes concerning 
captioned individuals and then advised that the telephone 
company had information thflt. .two of the e mployees of the 
telephone company, ! _ I and P 1 were wrongfully 

Z2 r ? 1 ffc in9 '- COIlf idential inf ormation Jto various phone freaks, 
u 8 conf fdential information jronsisted of means by which 
the phone freaks could have access to various telephone 
computers and long distance tie lines, and that the telephone 
company desired to prosecute all parties concerned for FBW 
violations. 

. . . **5™ also related several incidents in which 

captioned individuals have been involved in harassing the 
police department and the FBI. He outlined the police 
department matter as being one where one of the phone freaks 
telephonically contacted the police department, represented 
himself to be a Drug Enforcement Agency (DEA) agent, and 
in that capacity furnished the telephone company with 
information that subsequently resulted in the police depart- 
ment breaking into a citiz^p's residence an<^ a^restincr the 

Cltlzen * &J/ \ \\r A?- tf-y. 
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, L [stated that he felt the activities 

of the above individuals were a violation of the FBW 
tatute since the confidential information furnished by 
the telephone company employees could result in the phone 
freaks making long distance telephone calls without paying 
for toll charges. BOWREN went on to add that while the 
telephone company strongly suspected the above individuals 
of these activities, the telephone company to date has been 
unable to secure any proof of this. At this point, the 
only information that the telephone company has concernin g 
these activities is inf ormation jj^rov ided by [ 


It was pointed outt^ to the telephone company 
representatives that in or<^er to develop a case involving 
FBW, it was absolutely necessary that the telephone company 
be able to show that long distance telephone calls were in 
fact made and be able to document this. Further, the fact 
that these individuals have been provided with the confidential 
tie line information and have the ability to make long distance 
fraudulent calls did not constitute a violation of the FBW 
Statute. 

There was then some discussion on the part of 
PERRIN and BOWREN of the possibility of utilizing an informant 
who could be wired with a tape recorder and who could induce 
the subjects to make such calls and then record the information, 
it was pointed out by the writer that such activities would 

amount to entrapment, if not .hnninfp entrapment. 
PERRIN indicated that the| |had admitted 

utilizing the information xrom tne teiepnone company employees 
to make illegal long distance telephone calls, and PERRIN 
raised the question of whether the telephone company employees 
could be charged with Conspiracy. It was pointed out that in 
order to successfully prosecute the telephone comp any employees 

for Conspiracy, it would be neces sary tn nrog^f-o P^ [ 

on the substantive charge. Also,l ( admissions 1 

of making the telephone calls illegally would not be sufficient 
to prosecute him for FBW unless those admissions could be 
corroborated . 


la 139-430 


, BOWREN, during the conversation, indicated I I 

I r-rf 18 an FBI informant and that through other informant 

tile telephone company had received information that I | 

had all kinds of illegally obtained equipment in his garage, 
that he sets up wiretaps, and that he has keys to the upper 
sections of coin telephones. It was pointed out to BOWREN 
an ? all present that if | j was in fact an FBI informant 

a *} d fact was invoJ -ved in illegal activities, the fact 

of his informant status with the FBI would have absolutely 
no bearing on whether or not he should be prosecuted. 


I | it was agreed by all present that I I 1 

would personally visit the Los Angeles FBI Office on" Monday 
morning at which time he would be extensively interviewed to 
determine if he had any additional information which would 
support an FBW investigation concerning captioned individuals. 

wrifr ^ephonlnfl l ly contacted 

I ~ _ I and that he, PERRIN, felt that! f^ould 

not nave Deen able to furnish any additional information 
anyway. PERRIN indicated that while no Federal violations 
involving captioned subjects had been determined, the activities 
subjects did constitute violations of certain local 
and State statutes and that the matter was going to be referred 
to local authorities for prosecutive consideration. 
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UNITED STATES GOVERNMENT 

Memorandum 



DATE: 4/9/76 


3/24/76; 3/29/76 



MULT I-FRE QUE1TCY DEVICES, LA 87-36272 


□ negative 

[ yyf OSITIVE 

□ STATISTIC 

Information herein obtained confidentially. 
Informant 9 s name is not to bs disclosed in report or other- 
wise unless it has been decided definitely that he is to be 
a witness in a trial or hearing* 


□ POSITIVE ASSIGNMENT GIVEN 


in of emotional instabil 

NO 


^ h ? has f ™»i3hed oil information obtained bv h 

since last contact, including information concerning narcotic*. 

PERSONAL DATA ~ 


UH I OFFICE 

k' WH/rdlj , 


~/ 39 - 

Coverage 

CRIMINAL 
I zzmuzzae&m&o/Z,^. 


APR1 A'kfffi 

1 - 87-41500 1 — . FBI - WS ftNfeij-Sj 

© - 139-430 113 

1 « 139-440 

1 - 87-36272 (Info) (indexing) 





UNITED STATES GOVBSQMENT 

Memorandum 

TO : DIRECTOR, FBI 

IROM j ADIC, LOS ANGELES (139-430) (C) 


00: Los Angeles 

T 1 U 0n ?L 1 V ie ' Securit y Agent WAYNE PERRTN. P^nifir 
Telephone and Telegraph Company, advised tha t | [ 

L, — ... I PERRIN advised 

— _Jhad signed a contract wit'daSIELc Telephone 
and Telegraph Company indicating that fr /as responsible 

for certain fraud activities against the Pacific Telephone 
and Telegraph Company, A monetary amount was affixed and a 
payment schedule had been assigned. 

stated that in addition , | | had furnished 1 

ir formation with, regard to "phone phreak" activity. 
PERRIN stated that without I I willingness to tell all 

that he knew about "phone phreak" activity, the phone company 
■ won I (1 ha ve nothing on which to base a nnmnla int- against 

| — J PERRIN stated that he felt I T was an impressionable 

youth who was trying to get straightened out and become a 
worthwhile citizen. 

On 4/29/76, Prosecution was declined by United 
States Attorney, Los Angeles and a separate letter of 
Angeies ati ° n iS being sent to Unitecl States Attorney, Los 

In view of above, Los Angeles is closing this 


2 - Bureau 
•€> Los Angeles 
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UNITED STATES DEPARTMENT OF JUSTICE 

FBDEHAL IIUItEAU OF INVESTIGATION 
11000 Wilshire Boulevard 
Los Angeles, California 90024 
April 30, 1976 


Hr. William D. Keller RE: I | 

United States Attorney I I Interception 

U. S. Department of Justice of Communication 

U. S. Courthouse, Room 1269 
Los Angeles, California 90012 

Attention: AUSA James P. Gray 

Dear Hr. Keller: 

This is to confirm a conversation between Assistant 
United States Attorney (AUSA ^ James P. Gray and Special 

A g e nt| I on April 29, 1976. AUSA Gray was 

apprised of the facts surrounding this case which are 
summarized as follows: 

On December 5, 1975, Pacific Telephone and Telegraph 

Q Company (PT&T) brought r.o th e ^ftpntion of the Federal Rnr^.i 
vestigation (FBI) | | 

had defrauded PT&T by useage of a "blue box." Tn 

ion, | | claimed to have the ability to automatically 

access certain governmental systems. 


... 0n January 22, 1976, j [demonstrated numerous 

phone freaking" techniques . 

On March 12, . 1976, PT&T advised that | [had hie 

signed an agreement with PT&T indicating th at He wa s responsible 
for certain fraud activities against PT&T. | | agreed to 

an affixed monetary damages claim and a repayment schedule. 

PT&T al so advised that I [ 


- 


In view of the above, AUSA Gray declined u rosecuri nn 
.. in View ofj lace. ag r eement to repay PT&T and[____J 

I , . I No further investigation 

is being conducted by Los Angeles. c/ 

Very truly yours^, 

2 - Addressee ( 

Los Angeles (139-430) A-. ^ ROBERT E. GEBIIARDT^^KED r - 

v - x v y ° Assistant Director ^n, _C,harge ^ 

: -^rCECOPY ( *^“3 

___ FILED *ib 
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Routing Slip 
0-7 (Rev. 7-11-75) 


(Copies to Offices Checked) 


TO: SAC: 

□ Albany 

□ Albuquerque 
I I Alexandria 

I I Anchorage 

□ Atlanta 

1 I Baltimore 
1 I Birmingham 
I I Boston 
I I Buffalo 
I I Butte 

□ Charlotte 
1 I Chicago 

I I Cincinnati 
I I Cleveland 
I I Columbia 
I I Dallas 
Denver 
Detroit 
El Paso 
Honolulu 


I I Houston 
I I IndianapoliB 
I [ Jackson 
I I Jacksonville 
1 I Kansas City 
I 1 Knoxville 
I I Las Vegas 


I I Memphis 
I I Miami 
I I Milwaukee 
I I Minneapolis 

□ Mobile 

I | Newark 
i I New Haven 
I I New Orleans 

□ New York City 

□ Norfolk 


□ Oklahoma City 

□ Omaha 

I I Philadelphia 
I | Phoenix 
1 I Pittsburgh 
i 1 Portland 
I I Richmond 

S Sacramento 
St. Louis 

I I Salt Lake City 
I I San Antonio 
I I San Diego 
I I San Francisco 
I I San Juan 
I I Savannah 
□ Seattle 
I I Springfield 
r~l Tampa 

I I Washington Field 
I I Ouantico 


TO LEGAT: 

I I Bern 
I t Bonn 
I I Brasilia 

□ Buenos Aires 
I 1 Caracas 

I I Hong Kong 
I I London 
I I Madrid 

□ Manila 

I I Mexico Cily 
1 I Ottawa 
1 I Paris 
I I Rome 
a Tel Aviv 

□ Tokyo 


REt Date 5/17/76 


"TOC 

00: LA. 


be 

b7C 


. . _ . , J _. Retention For appropriate 

□ ror in formation □ optional ID3 action Q Surep, by 

□ The enclosed is for your information. If used in a future report, rn conceal all 

sources, O paraphrase contents. 1 — 1 


Enc. 

Bufile 

Urfile 


Reurlet, 4/29/7S. 

Please set forth contents of relet 
and USA's opinion on LHM suitable for 
disseminatio 


139-5155 
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UNITED STATES GOVERNMENT 


% 

OVER? 

. Memorandum 

: DIRECTOR, FBI (139-5155) 

Angeles (l 39-4 30) (c) 


subject: 


IOC 

00: Los Angeles 




date: 6/10/76 


b6 

b7C 


Re Los Angeles letter to the Bureau dated 
12/17/75, enclosi ng letterhead memo randum (LHM) ^ 

entitled, " UNSUB, | | Los Angeles letter to7C 

to the Bureau dated 2/10/76. enclosing LHM entitled, 

Los Angeles letter to tne Bureau dated 4/29/76? and — ^ 

Bureau routing slip dated 5/17/76. 

Enclosed are five (5) copies of a self-explanatory 
LHM dated 6/10/76, captioned| | 






UiNWED STATES DEPARTMENT OWUSTfCE 

FEDERAL BUREAU OF INVESTIGATION 
Los Angeles, California 
June 10, 1976 



On April 29, 1976, Assistant United States 
Attorney (AUSA) James P. Gray, United States Attorney's 
(USA) Office, Los Angeles, California, was apprised of 
the facts surrounding this case which are summarized 
as follows: 

On December 5, 1975, Pacific Telephone and 
Telegrap h Company (PT&T) brought to .the attention of 
thG FBI ' T | had 

defrauded ptst oy useage of a "blue box", in addition , 

| | claimed to have the ability to automatically access 

certain Governmental systems. 

On January 22, 1 9 7 6 , | [demonstrated numerous 

"phone phreaking" techniques to'the FBI . 


m , On March 12, 1976, Security Agent WAYNE perrin. 
PT&T. ad vised that I 1 

I Perrin advised that 

j had signed a contract with PT&T indicating that 

I I was responsible for certain fraud activities against 

PT & T • A monetary amount was affixed and a payment schedule 
had been assigned. 


Los Angeles (139-430) 


This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
^ouma.jgjur agency ? it and its contents are not to be distributed 
r f o'atside your agency. 

I | 


/Jf' 



% 


b6 

blC 


Perrin stated that in addition, | | had furnished 

volumes of information with_ceaflxd_J:o "phone phreak" activity. 
Perrin stated that without l I willingness to tell 

all that he knew about "phone phreak" activity, P T&T would 
have nothing on which to hasp a complaint- against | ] 

Perrin stated that he felt | |was an impressionable ' 

youth who was trying to get straightened out and become . 
a worthwhile citizen. 

Tn view of the above, AUSA Gray declined prosecution 
in view of I lace, ag reement to repay PT&T, and 


2 * 



